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Men may lie but Materials may not)



Locard Principle | o

« Every contact leaves a trace

* You take something away and Ieave
something behind every place you go,
Including a crime scene

"Everywhere you go, you take something with you, and you leave something
behind” is the premise behind Locard's theory.
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RECORDING
SEARCHING

RECONSTRUCTION

INVESTIGATIVE
LEADS



HYPOTHETICAL SEAR
METHODS

J Quadran
divided in ‘quadrant
IS searchec ;
1 Spiral Method: star 1 outer point &
gradually moves toward the center
J Grid method: Crime scene is divided into a
grid and each grid segment is searched
1 Strip or line: Crime scene divided into strips &
each strip is searched
1 Wheel method
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Drug Drug Street Name Approximate Detection Time
Min Max

Amphetamine (AMP) speed, amp, black beauties 20T hours | 2-4days

Cocaine (COC) coke, snow, blow, candy, 1tod hours | 2-ddays
crack

Ecstasy (MOMA) E,XTC, X 2toT hours | 2-4days

Metham phetamines (MET) crystal meth, meth, speed, 2toT hours | 2-4days
glass

Opiates (O P) haroin, momhine 2hours 2-3days

Phencyclidine (PCP) Ange! Dust, mcketfuel dtoGhours | T7-14 days

Marijuana(THC) pol, grass, weed, doobie, Zhours up o 40 days
jaint, roach

Benzodiazepines|BI0) downers 2-1 hours 1-4days

Barbiturates(BAR) downers, barbs, reddevils -4 hours 1-Iweeks

Methadone(MTD) amdone, chocolale chip 3-8 hours 1-3days
cookies, fizries

Tri-cyd ic Antidepressants 8-12hours | 2-Tdays

(TCA)

Oxycodone (O XY) Os, Ox, cotton, blue 1-3hours 1-2days
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Cyclotrimethylenetrinitramine

Abbreviations.cs




(HOH (HONO,

I
CHOR + NG, — CHONO,

I
(H 0t CHONO, + H0)

Glycerol Nitroglyceri

Nitroglycerin
(CAS 55-63-0)

www.tajapi.com




(WHITE)

SIMULATED  oercomo .
DETONATOR CORD and TIME FUSE
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7.62x39 AK-



© Conflict Armament Research
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d Writings/
atures







MGITAL/ELECTRONIC EVIDEN 3
AS PHYSICAL EVIDENCE

> ELECTR(

SIM card Securely stores the service subscriber key having 135
digits.

The digits of the key are :

First 3 digits - Mobile country code

Second 2 digits - Mobile network code

Third 10 digits - Mobile station identification number



IF POSSIBLE TAKE
RAM DUMP WITH EFENSE/
WRITE BLOCKER SET WITH
FTK/FALCON DISK IMAGER &
GENERATE HASH VALUE

IF IMAGING IS NOT POSSIBLE
DISCONNECT THE POWER TO

THE SYSTEM

NOTE DOWN
LAWN, SERVER, OS, IP-PW,
MAC ADDRESS (i -SYSTEM),

SYSTEM PASSWORD

DESKTOP/LAPTOP
SEIZURE

TAKE PHOTOGRAPHY &
VIDEOGRAPHY/DOCUMENT
ANY ACTIVITY OF SYSTEM

IF POSSIBLE PROCURE
HARD DISK
ON/OFF OEE PASSWORDS

il MODE? CONNMNECTORS ETC

FiLOw CHALT
CLUES-FYD UL Y

CHECK ANY AVAILABILITY OF
CDS, DVD, FLASH
DRIVES,STORAGE DEVICES &
PRINTOUTS ETC

EXTRACTION OF
PHYSICAL,DELETED
DATA AT CYBER
CRIME LAB/FSL




SET TO AIRPLANE MODE
DISABLE
WI-FI
BLUETOOTH
FINGERPRINT & PATERNS

NOTE DOWN

LAST TOWER LOCATION
PASSWORDS
DATE& TIME

MOBILE PHONE
SEIZURE

TAKE
PHOTOGRAPHS

ON/OFF
MODE?

FiLOwW CHALT

CIUES—- YD anty

PHYSICAL,DELETED DATA
EXTRACTION AT
AUTHORIZED LAB/FSL

IF POSSIBLE PROCURE
PASSWORDS
CONNECTORS
CHARGER ETC

REMOVE
BATTERY
S5IM CARDS
MEMORY CARDS
NOTE MOBILE , 5IM &
IMEI/ESN NUMBERS
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b) DNA polynucleotide chain
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How does DNA differ among humans?

DNA is a sequence of 4 possible letters

A G C T

Of the 3 billion letters, 99.8% of the
sequence in all humans is identical.

There are several ways the sequence can be different.




The 4 Bases
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Adenine S GO Cytosine

dGMP dTMP

i G B
HO~P~0-CH, g hR R )

Guanine




The 4 Bases
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The 4 Bases

The bases pair up
to form the rungs
of the ladder.

A pairs with T

G pairs with C




Forensic DNA Analysis

Collection of Evidence

Types of Unknown Samples:
* Blood, Semen, Stains, Saliva
* Hair, Tissue, Bones, Teeth

Types of Known Samples:

* Blood or buccal swabs from suspect
or victim or other known person




Forensic DNA Analysis

CSF1PO

D5S8818

D&S1179

Blood stain

10,13

AW

8,8

9,10

11,12

8,14

L)

Suspect 3

1,15

8,8
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LIOLOCGICAL TYDE
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HLP

CROSS SECTIONAL
SHADPE DPEVEALS

FLAT - CURLED HAIDR
FELLOW

ROUND -STRAIT HAIDR
FELLOW
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Hair shaft

— Epidermis

Hair root

air follicle wall : Sebaceous
gland

Hair bulb

Dermal
blood
vessel

ROOTED HAID SAMDPLES




Old club hair

Hair matrix
Hair bulb

Dermis

PN
(1) Anagen (early)
(Growing phase, 6-8 years)
Stem cells multiply and follicle grows deeper into dermis; hair matrix

cells multiply and keratinize, causing hair to grow upward; old club hair
may persist temporarily alongside newly growing hair.

Anagen (mature)

Club hair

* (detached

- Dermal papilla

from matrix)

Club

Degeneration |
of lower follicle

A

@ Telogen

(Degenerative phase, 2-3 weeks)
Hair growth ceases; hair bulb
keratinizes and forms club hair,
lower follicle degenerates.

(Resting phase, 1-3 months)
Dermal papilla has ascended
to level of bulge; club hair falls
out, usually in telogen or
next anagen.




Remember RBC Has
Antigens

(©) E.M. Collins 2001

A antigen =

7

B antigen <— Rh antigen



-l a-

Blood groups on the RBC
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Group A

Red blood
cell type
,\;' I/%’“ v\ﬁ r4:’ /\~\:I I/f/,"‘ \-\ﬁ I)’?C’
Antibodies VA as AN AR
in Plasma| ' ’ knlﬁ_B iy
Anti-B Anti-A None Anti-A
Antigens in
Red Blood T 1 A aYnd B
A antigen B antigen : None
Cell antigens
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DNA profiling
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[ TAMINATED STAINS







BLOOD CLOTTING IMAGE
ELECTRONIC MICROSCOPE
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faining on HLP & Letter of Adwvi
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DAILY STATUS REPORTS

Property
Bodily
m Other offences
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